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1	Decision/action requested
This contribution proposes an evaluation text on Solution #3.1: F1 security context establishment
2	References
[1]	TR 33.824

3	Rationale
Solution # 3.1 proposes F1 security establishment based on the KgNB. However, it is not clear why F1 security needs to be based on MT security which is mainly used for RLC channel setup. Using KgNB for F1 security setup (i.e., for IKEv2 between IAB node and IAB donor) is possible, yet doing such imposes additional requirements/complexity at IAB donor. For example, the IAB donor needs to distinguish wireline F1 (with DU) and wireless F1 (with IAB) and perform a different procedure depending on the identification of which F1 it is establishing. Furthermore, authorization information supplied to the RAN by the 5GC during the IAB initial registration procedure is intended to authorize MT setup, i.e., the RLC channel setup as an IAB node with its parent node, as clearly mentioned in solution #2.1 (S3-193152). However, the update on solution #3.1 based on the same contribution (S3-193152), namely, “By using the AS security context key KgNB, the IAB Donor ensures that the IAB Node is authorised already by the core network.” Is not needed. In other words, it is not necessary to authorize DU based on a CN indication nor is binding between IAB MT and DU security required.
4	Detailed proposal
[bookmark: _Toc18596366]It is proposed that SA3 approve the below pCR for inclusion in the TR 33.824 [1].

***** START OF CHANGES *****
6.3.1.3	Evaluation
This solution proposes F1 security establishment based on the KgNB. Using KgNB for F1 security setup (i.e., for IKEv2 between IAB node and IAB donor) is possible, yet doing such imposes additional requirements/complexity at IAB donor. For example, the IAB donor needs to distinguish wireline F1 (with DU) and wireless F1 (with IAB) and perform a different procedure depending on the identification of which F1 it is establishing. Furthermore, authorization information supplied to the RAN by the 5GC during the IAB initial registration procedure is intended to authorize MT setup, i.e., the RLC channel setup as an IAB node with its parent node. Therefore, “By using the AS security context key KgNB, the IAB Donor ensures that the IAB Node is authorised already by the core network.” is not required. In other words, it is not necessary to authorize DU based on a CN indication nor is binding between IAB MT and DU security required.

***** END OF CHANGES *****

